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DISTRIBUTED STATE (CRDTS)

CONFLICT-FREE REPLICATED DATA TYPE

e Availablility
e Network Partition Tolerance
e (Strong) Eventual Consistency

e Distributed Data Type Abstractions

» Deterministic Conflict Resolution
—> Eventual Convergence
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» High Availability » High Availability » High Availability
» Strong Consistency » Eventual Consistency » Eventual Consistency
» Data Safety

PROOF RULE FOR STATEFUL DISTRIBUTED APPLICATION SAFE
» Modular

» Automated verification
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STATE-BASED CRDTs

p State-based CRDTs
» Propagation of states (instead of operations)

p States are merged On receive

» Convergence: concurrent conflicting operations result
deterministically on a unique state

» No delivery assumptions
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» Lazy update propagation
p Each operation Is an inflation Iin the lattice

» merge function joins the state of two replicas

» Join of the lattice
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» CRDT (lattice) constraints . Ny
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» Operations are inflations

V op,0,0’, 0 FE Pregy, A (0,0") €fop] = o C o

» merge IS join (LUB)

Vo,o', merge(o,0’') =¢" = ¢"" = LUB
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INVARIANTS UNDER CONCURRENCY

» Auction cannot be closed while bids are being placed

» Status can only go from: inital —— open —— closed

» Winner Is highest bid when auction is closed

» Bids are strictly incremental

How do we enforce invariants??

How do we verify these invariants®
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» merge Pre constraints
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INVARIANTS TO AVOID CONCURRENCY PROBLEMS om
» Auction cannot be closed while bids are being placed

» Status can only go from: inital —— open —— closed

» Winner Is highest bid when auction is closed
» Bids are strictly incremental

» Tokes go from taken —— released (by owner)
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AUCTION IN BOOGIE

Initial state: Invariant:
status = INVALID B.placed = status>ACTIVE A B.amount>0
A winner = L status<ACTIVE = winner=.1L
A B beB, b.placed status=CLOSED =— winner.placed A is_highest(B, winner)
AV teT, t status=CLOSED = =l
{Premerge:
winner=winnerg V winner=1L V wlnnherg=Ll
A B.amount = By.amount
A status=CLOSED =— 1is_highest (B, winner) A is_highest(By, winner)
A statusg=CLOSED =— 1is_highest(B, winnerg) A 1s_highest (Bg, winnery)
A t.me = ty.me
A (=T A -b.placed) = -=bp.placed
A (Y r, tFme N at.r) A b.placed) =—> =bp.placed
A T = winnerg=winner V wlnhnerg=Ll

A T = winner=L A winnergyg=1l}
merge ((status, winner, B, T), (statusg, winnerg, Bg, Tp)):

status := max(status, statusg)

winner := 1f winnerg#L1L then winnery else winner
B.placed := B.placedVBy.placed

B.amount := B.amount

T := TATy



TOOL SUPPORT

} ‘ﬂpUtS soteria specs/auction simple token.spec
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} O p e rat I O n S | ) }t specification
. . : , Checking the well-formedness of the specification
» Ordering relation = for semi-lattice

Checking monotonicity for procedure createAuction
} | _t I LNEeECK1Nng monotoniclity TOr pProc edure P LdCeE Bid
CNeECKLNng monotonlicClity T10r proce dure closeAuction
Checking LUB properties of mergeprocedure
. e e i et B Lt ot ST e BE
» Derive Prémerge from Inv Checking safety
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1N nd F erge P e elettng o
Checking whether merge upholds the invariant
r createAuction upholds the precondition of merge
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the precondition of 1tself

» Proofs are local to each operation
» Boogie for (sequential) verification

» https://qithub.com/sreeja/soteria tool



https://github.com/sreeja/soteria_tool

CONCLUSION

» Modular verification of State-based CRDT applications
» SOTERIA: Tool support based on Boogie

» WIP: Concurrency Control synthesis (recommendations)
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